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PABOYASA NPOMrPAMMA YYEBHOU OAUCLUUMINUHBI
B1.0.26 3awuTta uHcopmauum

1. Koa n HaumeHoBaHMe HanpaBneHus NOAroToBKu/cneynanbLHOCTM:
09.03.01 lHebopmamuKa U 8bldUCIUMErIbHasi mexHuka

2. Mpodnnb nogroToBkK/cneymanmsauus:

BbiqucniumeribHble MawuHbl, KOMII/1eKChl, cucmemb! U cemu

3. KBanudwmkauusa (cteneHb) BbiNyCKHUKA: 6akasiasp

4. dopma oby4yeHUA: oyHas

5. Kacdbeppa, oTBevalLan 3a peanusaumio AUCLUNIINHBI: 3/1EKMPOHUKU

6. CoctaButenu nporpammsbli: Kpetos NaBen AnekcaHgpoBud

7. PexomeHgoBaHa: HMC duaundeckoro dakynbteta 23.06.2021, Ne npotokona: 6

8. YuebBHbIn roa: 2025/2026 CemecTp(bl): 7



9. Llenn 1 3apayum y4e6HON ANCUUNIIUHDBI

MpnobpeTeHne TeopeTUYECKMX N NPaKTUYECKMUX 3HAHMI O COBPEMEHHOWN Kpuntorpaduu,
Heobxo4MMbIX A58 pa3paboTkn NporpaMMHbIX CUCTEM 3aLLMTbl MHpopMauuu.

10. MecTo yye6HOM ancumMnnuHbl B cTpykType OO

[na ocBOeHMsA TeopeTU4ecKoro matepuana Kypca Heobxoanmbl 3HaHMS OCHOB MHpOPMATUKM 1
ANCKPETHOW Teopun BeposTHocTen. JlabopaTopHble paboTbl JONONHUTENBHO TPEOYIOT HAaBbLIKOB
nporpammupoBaHus Ha a3bikax C, C++ unu Python, yBepeHHon paboTbl ¢ KOMaHOHOW CTPOKOW
Linux nnu nHon onepauymoOHHON CUCTEMBI.

11. MNnaHupyemble pe3ynbTaTbl 00yYeHUSA NO AUCLMNNIUHE/MOAYIIO (3HaHUS, YMEHUS,
HaBblK1), COOTHECEHHbIE C NNaHupyeMbiMU pe3yribTaTaM1M OCBOEHUs1 obpa3oBaTesibHON
nporpaMmmbl (KOMNETEHLUAMU BbINMYCKHUKOB):

Koga HassaHve komneTeHuun Koa(bl) WHamnkatop(bl) MnaHnpyemble pesynsraTbl
00yyeHus
OlK-3 | CnocobeH pelatb OlK-3.1 | PeanusyeT Ha npakTuke ObecneuunBaeT 3aWwnTy
CTaHAapTHblE 3ada4um NPUHLUMMBI, METOAbI U Nonb30BaTENbCKMX AaHHbIX Ans
npoceccuoHansHom cpencTea peLueHus 3agady npodeccnoHanbHom
AEeATENbHOCTN Ha OCHOBE CTaHZapTHbIX 3a4ad OesaTenbHoCTH
MHGOPMALIMOHHON 1 npodpeccnoHarnbHON
oubnuorpaduyeckomn OEeATenbHOCTH
KynbTypbl ¢ npumeHeHnem | OlK-3.2 | Onupaetcst Ha 3HaHne Brnageet 0CHOBHbIMM NpUHLUMNAMN
WMHOPMAaLIMOHHO- OCHOBHBIX 3alWKWTbI MHOPMaLUN NS peLleHns
KOMMYHMKaLNOHHbIX MHOPMALIMOHHBIX 1 3agad npodeccroHarnbHown
TEXHOMOMIA U C Y4ETOM Bubnmorpadunyecknx OeATenLHoCTH
OCHOBHbIX TpeboBaHuI NCTOYHUKOB Npwu
WMHOPMALIMOHHOM pelueHun 3agav
BesonacHoCTK npodeccuoHarnsHon
OesaTenbHOCTH
OlK-3.3 | Ucnonbayet Wcnonb3yeT coBpeMeHHble
COBpPEMEHHbIe cneumanbHble NPorpaMMHble
WHCTPYMEHTBI NpoayKThbl AN 3anUThI
aKkTyanusauumu nHdopmaLmm B paMKax 3agad
nHdopmaLmm o cnocobax | NpodheccuoHanbHON AeSATENbHOCTY
pelleHns 3agay
npodeccnoHarnbHON
OesaTenbHOCTM Ha OCHOBE
NHPOPMaLIMOHHON U
Bubnuorpadudeckon
KynbTypbl
OlK-4 | CnocobeH yyactBoBatb B | OlNK-4.1 | PewaeT 3agayv B Onupaetcst Ha OCHOBHblE
pa3paboTke cTaHOapToB, obnactu HOPMaTMBHbIE aKTbl U 3aKOHbI B
HOPM 1 Mpaswun, a TaKkke npodeccroHasibHoOn obnacTtu 3awmTbl MHopMaLmm
TEXHUYECKOM OeAaTenbHOCTH, ONMpasicb
AOKYyMeHTaLmu, Ha 3HaHWA O
CBSI3aHHOW C CYLLECTBYHOLLMX
NpodeCccUoHarnbHOM cTaHZapTax, Hopmax u
AEeATENbHOCTbLIO npasunax
Orl1K-4.2 | BnageeT npuHumnamMmm PaspabaTtbiBaeT AOKYMEHTaLMIO MO
NPOEKTMPOBaHNSA NCMONb30BaHUIO 3aLLUNLLEHHbIX
TEXHUYECKON JaHHbIX
OOKyMeHTaumm,
CTaHZapTOB, HOPM U
npaswn B obnactu
npodeccroHasibHoON
OEeATenbHOCTH
OrlK-4.3 | AHanuaupyet [MpoekTnpyeT NpOoTOKOSNbI 4NA
HeobX0aMMOCTb nepegayv nidopMauum B




C030aHUS HOBbIX
CTaHO4apToB, HOPM U
npasun B obnactu
npodeccnoHarnbLHON
OEeATeENbHOCTH

3awmndpoBaHHOM BMaE

OllK-4.4

OnuncbiBaeT 0COBEHHOCTHU
TEXHUYECKMX PELLUEHWN B
obnactn
npodeccnoHarnbHON
neaTenbHOCTU B
OOKyMeHTauum

[lokymeHTUpyeT npoLecc
pa3paboTku NporpaMMHOro
obecneyeHnst ¢ TOYKM 3peHmst
3aLUMTbl AaHHbIX

BbISIBNSIET U ONMUCLIBAET BO3MOXHbIE
npobrnemel ¢ 6e30MacHOCTbI0
nporpamMmHbIX NPOAYKTOB

12. O6beM AucUUNuHbI B 3a4eTHbIX eanHuuax/vyac: 5/ 180.

dopmMa NpomMeXyTOYHOWM aTTecTalMn: SK3aMeH.

13. Buagbl yueb6HoM paboThbl

TpygoemkocTb

Bug yuebHol paboTbl Bcero go cemecTpam
AyOMTOPHbIE 3aHATUA 72 72
B TOM Yucne: nexkumu 36 36

npakTu4eckune 0 0

na6opaTopHble 36 36
CamocrTosiTenbHas paboTa 72 72
dopma NPOMEXYTOUYHON aTtTecTaumm 36 36
(3a4et — 0 yac. / ak3ameH — 36 4ac.)
Wtoro: 180 180

13.1. CopgepxaHue ANCLUUNIIUHDI

HanmeHoBaHne
pasgena ancumniuHbl

n/n

CopepxaHue pasgena anCLMninHbI

1. Nekumn

11 Kpuntorpadwus B
UCTOPUN N KynbType

Lienu v 3apgayum kpuntorpadpun. Knaccudpukaumm wmdpocuctem:
CYIMMETPUYHBIE N aCUMMETPUYHBIE, C 3aKPbITbIM U OTKPLITHIM KIHOYOM.
Kpatkasi uctopus wudppos u kpuntorpacumm. YactoTHbIN aHanus kak cnocob
B3riOMa Krnaccuyeckux wmdpos. LLndpbl B nuTepaType 1 coBpeMeHHOon
KynbeType.

1.2 MoTokoBble Wwndpbl

OpHopasoBblIi GNIOKHOT M TEOPETUKO-UHGOPMALIMOHHASH KPUNTOCTONKOCTb,
wudp BepHama. NeHepaTopbl ncesgocnyyvariHon Yucen (IMICY).
Cratuctumdeckue tectbl Ha MICYH un kpuntocTonkocTb IMICYH. MNpumepbl IMICY,
HenpuUrogHbIX As KpUNTOCUCTEM (NTMHEWHbBIN KOHIPYSHTHBIN reHepaTop,
perucTp cagura ¢ NMMHeENHon obpaTtHow cBaA3bio). Mpumepbl IMCY u
KpunTocuctem ¢ n3BecTHbiMK yassumMoctsmu (RC4, CSS) Ataka «BcTpeuun
nocepeanHa» Ha npumepe CSS. CemaHTUYeCKas KpUNTOCTONKOCTb.

13 BrnoyHble WwWndpsbl

MoHaTua ncesgocny4vanHon dyHkumm (MCP) n ncesagocnyvanHom
nepectaHoBkm ([1CI1) kak ocHOBbI 6rOYHbIX WKngpoB. Kpuntoctonkocts MNCPD un
MCr1. MocTpoeHne NOToKoBOro Wudpa Ha ocHoBe 6royHoro. KpaTkasi uctopus
ctaHgaptmnsaumm wncpos DES n AES. CeTtb ®eictens n e€ ceoncTsa.
Teopema 0 CTOMKOCTU TpEx3BeHHoM ceTn PencTtens. MNocTpoeHne 6noyYHoro
Wwndpa Ha OcHoBe NOTOKOBOro. BHyTpeHHee ycTporcTeo windpos DES n AES.
M3BecTHble aTtakn Ha DES n AES. YcoBeplleHcTBoBaHHble Bepcun DES:
wndcppbl 3DES n DESX. lNMoHATMS 0 NMHENHOM 1 AndydepeHLmanbsHOM
KpuntoaHanmae 6royvHbIX WndpoB, a Takke atakax No CTOPOHHMM KaHanam. O
porv KOMMUIIATOPHbLIX ONTUMMUM3aLUNIA B YI3BUMOCTM K aTakaM No BPEMEHM.

1.4 Pexx1Mbl paboThbl

OnoYHbIX Wndpos

CToMMKOCTb BMOYHbIX LWMEPOB AN ANUHHBLIX CO0bLLEHMI. Pexnmbl paboTbl
«aneKkTpoHHoM koaoson kHurn» (ECB), ¢ feTepMUHUPOBaHHBIM CHETUYNKOM
CTR v obpatHou cBa3bto no wudportekcty (CBC). PaHgomusnpoBaHHble




wndpsl, MHMUManuampytowme sektopa (V) n ogHokpaTHO ucnonb3yemMblie
yncna (nonce) Kkak cnocobbl NpegoTBpaLleHnst aTak Ha OCHoBe NogobpaHHOro
OTKpbITOro Tecta. MNagavHr nocnegHero 6noka coobueHus. MNpeaensi
BesonacHoro ncnonb3oBaHus Wngpos B pexumax CTR n CBC.

15

AyTeHTndpunkaums
cooOLLEeHni

KoHTponbHble cyMmMbl, koAbl ayTeHTudunkaumm (MAC) n xew-gyHKLMN 1 nX
oTnnuus gpyr ot apyra. Kpuntorpadguyeckas ctorkoctb MAC. NocTpoeHne
MAC Ha ocHoge NC®. PacnpocTpaHéHHble koHCTpykumn MAC Ha ocHoBe
MC®: ECBC MAC, NMAC, PMAC. lNMagauHr nocnegHero 6noka Kak cpefacTBo
NPOTUBOAENCTBNSA atakam yanuHeHusi cooblleHusa. Onpegenexve xeLw-
dyHKUMI. Konnmamm xeLw-oyHKUMA 1 X CTOMKOCTb K Konnuaunam. MNMapagokc
OHEN POXAEHUS U NMOUCK XeLU-KOnnuanm nonHeiM nepebopom. CTpykTypa
Mepkna-[amropa kak cnocob nocTpoeHus xeww-yHKUNA ANNHHBIX
coobueHun. Teopema 0 KONNMM3nAX MepKn-4amropoBbiX XeLl-yHKLNA.
CtpykTypbl [asuca-Menepa n Musirytu-lpeHens kak ogHU n3 BapuaHToB
NMOCTPOEHMS OOHOCTOPOHHEN PYHKLIMM CXXaTKsA ANs1 UCNONb30BaHUS B
ctpykType Mepkna-Adamropa. HMAC kak cnocob noctpoeHne MAC Ha ocHoBe
xew-cpyHkumn. Kpatkmin 0630p xeLu-pyHKLMI, UCNONb3yEMbIX B COBPEMEHHbIX
wudgpocuctemax. O ctonkoctn HMAC-SH1 n HMAC-MD5. O gonyctnmocTu
NCNOMNb30BaHMsA YCeYEHHbIX Xel-yHKUnA cemerncTBa SHA kak npedmkcHoro
MAC.

1.6

AyTeHTuduumpyoLlee
wngposaHmne

MoHATMe uenocTHOCTM WNGPOTEKCTa U aTakM Ha OCHOBE NogobpaHHOro
wudpotekcta (CCA). Wndpsl ¢ ayteHTUdMKaumen (AE-undpbl) kak
cpencTteo npotuBogenicTeus CCA. MNpumepbl cUTyauuin, B KOTOPbIX
Heobxoammo ncnonb3doBaHne CCA-cTonkmx wndpoB. Cnocobbl NOCTpoeHne
AE-wundpa npu nomowm cummeTtpuyHoro wnudgpa u MAC. AccoummpoBaHHble
AaHHble AE-windpotekcta (AEAD). Ncnonb3osaHne AE-wimndpos B TLS 1.2.

1.7

Tunosble 3agaun
3aLmThl MHpopMauun

LLindpposaHme oTaenbHbIX hannos n katanoros. [onHogmckoBoe
wndpoBaHue. KoHTpornb nNpas nonb3oBaTtenen B MHOronob30BaTeNbCKUX
onepaumoHHbIX cuctemax. iaeHTudukauus, aBtopmsanmsa n ayteHTMdukaumns
nonb3oBaTenen B KOMMNbIOTEPHbLIX CETAX U OHNaMH-cepBucax. 3alinta ceTeBbIX
npotokonoB npu nomowum TLS. O630p TexHonornn ansa cosgandus VPN-cetei.
WHdpacTpykTypa oTkpbITbIX Krtoden (PKI). dusnyeckune cpeacrtsea 3awmThbl
nHdopmaumm. KOpuagudeckue cpegcrtsa 3awmTbl MHpopmaumn: 6asoBblie
cBefeHuns1 3 obrnacTn aBTOPCKOro 1 MATEHTHOIO NpaBa, PEXUM KOMMEPYECKON
TanHbl. 3aKkoHbl 0 KpunTorpadumn B pasHbix cTpaHax. OTe4ecTBEHHbIE
Kpuntorpadgu4eckmne anropuTmel.

2. [NpakTnyeckune 3aHATUA

3. labopaTtopHble paboThl
3.1 KpunTorpadcus B MNporpammHas peanusaums wndgpos Llesapsa n BuxeHepa. Banom wudpos
NCTOPUN U KynbType NPOCTOW 3aMeHbl NPV NOMOLLM YacTOTHOTO aHanusa.
3.2 MoTokoBble W pbI VMccnepnoBaHue cTaTUCTUYECKMX CBONCTB JIMHENHOTO KOHIPY3HTHOIO
reHepartopa. Vicnonb3oBaHue GaTtapeun ctatuctndeckux tectos dieharder ans
TectnpoBanud [MICY. WundposaHue dannos npm NOMOLLY KOHCOMNBHON
KomaHgpbl openssl. Vicnonb3oBaHue 6ubnunotekn Crypto++.
3.3 BnoyHble Wndpsl YckopeHue BblumcneHns AES npu nomoLum MHCTpyKUuuin aesenc/aesenclast.
3.4 Pexumbl paboTbl Peanusaums 6noyvHoro wudposaHus B pexnumax AES-128-CBC n AES-128-
BnoYHbIX WKdpoB CTR.
3.5 AyTeHTndunkaumns Vcnonb3oBaHne NHCTPYMEHTOB KOMaHAHOW CTPOKM Linux Ans BblYUCTIEHUA
cooOLLeHni xeL-cpyHkumn dannos. Ncnonb3osaHne moaynsg hashlib ctangapTHom
6ubnmotekn Python ans BbluncneHus xeww-cpyHKuniA. NMonck Konnmaum xeLu-
dyHkuun MD5 meTogom nonHoro nepebopa.
3.6 AyTeHTuduumpyloee | AyTeHTuuumMpyloLLee WngpoBaHMe CooOLLEHMS NMPU NOMOLLN
LwngpposaHmne Chacha20+Poly1305.
3.8 TunoBble 3agayn HacTpoiika nonHoAMCKOBOro LWndpoBaHua npu nomolum Veracrypt n

3aWuThl HopMaLnK

cryptsetup/LUKS. YnpasneHus npaBamu nonb3oBaTenen npu nomoLLm
KOHCOMNbHbIX KoMaHp, Linux v rpynnosbix nonutnk Windows. Hactpoika VPN-
cetu npv nomowim OpenVPN n Wireguard.

13.2. Tembl (pa3aenbl) AUCUMNIUHBI U BUAbI 3aHATUN

Buabl 3aHaTui (YacoB)
Ne HanmeHoBaHue TemMbl CamMoCToATens-
n/n (pasgena) aMcumMnnHbI JNlekummn | MNpaktnyeckne | JNlabopaTopHble Has pa6oTa Bcero
1.| Kpuntorpadwms B uctopum n | 3 0 4 5 12




KyneType

2.| MNotokoBble WndpsbI 6 0 6 12 24

3.| BrioyHble Wngpsl 6 0 6 12 24

4 Pexxumbl paboTbl 6104HbIX 4 0 3 7 14
Lwngpos

5 AyTeHTmcbvvmaum 6 0 4 12 22
coobLieHnn

6. AyTeHTudMnLMpyoLee 3 0 3 7 13
LwngpoBaHme

7 TunoBble 3agaym 3awWnThl 8 0 10 17 35
WHpopmaunm
WToro: 36 0 36 72 144

14. MeToauM4ecKkue yKkasaHus Ansi 06y4aroLWwmxca No 0OCBOEHUIO AUCLIMMIIUHDbI

[lna ycrnewHoro 0CBOEHUst ANCLUMNNMHBI B MEPBY0 ovepeab Heobxoauma perynsipHas U nriaHomepHas
paboTa Ha NekUMsX U NpakTU4eckmx 3aHATUAX. CTyaeHTaM pekoMeHayeTCs BECTU COOCTBEHHbI KOHCMEKT
nekumin, nepecMmaTpvBaTh U OOMOSHATL €ro Npu NOAroToBKe K ouepeaHon nekumn. Cnegyet obpatuTb
0co60e BHMMaHNe Ha MHOroYUCIEeHHble onpeaeneHns KpunTorpadgpuiyecko CTOMKOCTU pasnmuyHbIX
NPMMUTUBOB U TO, KaK OHU CBSA3aHbl Mexay coboi. Takke pekoMeHayeTcsl 3arnoMuHaTh aHrnos3blYHbIe
ab6peBunaTypbl U TEPMUHBI, HECMOTPS HAa TO, YTO B KypCe NPUBOASTCS UX PYCCKOA3bIYHbIE SKBUBANEHTbI 1
nepesofpl. MpUBETCTBYETCA NCNONb30BaHME AvarpaMM, MEHTamNbHbIX KapT U MHbIX CrocoboB
cucTemaTtumsaumm matepuana.

Kypc npegnonaraet npegnonaraeT Hanuune y CTyAeHTa yBepeHHbIX 3HaHUIM Mo npeablayLumM AUCUMNIInHAM,
No3TOMY B Clny4ae BO3HUKHOBEHMWS 3aTPYAHEHU pekoMeHayeTCs B NepBYyl0 ovepeb YCTpaHUTb UMetoLmecs
npobenbl B 3HaHWAX, @ 3aTeM, eCnv 3TO He MOMOro, 06paTUTLCS K OCHOBHBIM U AONONHUTENBbHBIM
NcTovHuKam. CTygeHTaMm, 3HaKLWMM aHTIIMNCKNIA A3bIK, HACTOATENBHO PEKOMEHAYEeTCA 03HAaKOMUTLCS CO
CTEHMOPACKMM KypCcOoM npuKragHon kpuntorpadum [1sHa boHa, focTynHOM Ha obpasoBaTtenibHOM nopTarne
«Kypcepa» (NnyHKT 9 nepeyHs nutepaTypbl HacTosiLLen paboyen NporpamMmmsl), KOTOPbLIA NOCIYXKMUIT OCHOBOM
Ansa pa3paboTku JaHHOro Kypca, Hapsaay ¢ kHuramu Cmapta u WHanepa.

CamocTosiTenbHas paboTa no Kypcy npearnornaraeT B NepByto ovyepeb paboTy ¢ TEKCTaMu: y4ebHmKamu,
CNpaBOYHMKaMK, AOMNONHUTENbBHOW NUTepaTypoil. Kpome nutepaTypbl M3 OCHOBHOMO CMMCKa pekoMeHayeTcs
CaMOCTOSITENbHO UCMONb30BaTb AOMOSHUTENBHYIO, @ TakkKe CaMOCTOSITENBHO UCKaTb pefieBaHTHbIe
maTepwuarsbl No U3y4aeMbiM TEMaM B MHTEPHETE, KHUTax U XXypHanax.

Mpu Mcnonb3oBaHUM AUCTAHLMOHHBLIX 06pa3oBaTeNbHbIX TEXHOMOMMI U ANEKTPOHHOMO 0By4YeHNs CTyaeHTam
crieayeT BbINOMHATL BCe yKa3aHusa npenofasaTterneil, BOBpeMs NoAKNYaTbCA K OHNaiH-3aHATUSM,
OTBETCTBEHHO NMOAXOAUTL K BbINOMHEHNIO 3aaHU AN CaMOCTOSITENBHOM PaboThl.

15. NepeyeHb OCHOBHOM U AONONTHUTENBLHOW NUTEpPaTypbl, PECYPCOB UHTEPHET,
HeobXoAUMbIX ANsi OCBOEHUSI AUCLUMNIINHDI

a) OCHOBHas nutepaTypa:

Ne n/n | NIcTOYHMK

1 Cwmaprt, H. Kpuntorpadmsa / H. CmapT ; nep. ¢ anrn. C. A. Kynewosa; nog peg. C. K. JlaHgo. — M. :
" | TexHocoepa, 2006. — 525 c. : un. — (Mup nporpaMmmupoBaHus).
LWHarep, B. MNMpuknagHas kpuntorpadus: NPoTOKoMbl, anropuTMbl, UICXOOHbIE TEKCTbI Ha A3blke
2. | Cu:nep.canm./b. WHariep. — M.: Tpuymdp, 2003. — 815 c. : un. — (3HaHWs 1 onbIT
akcnepToB.) — ISBN 5-89392-055-4.

0) gononHuTenbHasa nuTepartypa:

Ne n/n | UicTovHUK

ArpaHoBckui, A. B. lNpaktuyeckas kpuntorpadusi: anroputmbel U X NnporpaMmMmnpoBaHue /

3. | A. B. ArpaHoBckun, P. A. Xagu. — M.: COJIOH-lpecc, 2002. — 254. — (AcnekTbl 3alWunThbl.) —
ISBN 5-98003-002-6.

Manacenko, C. . AnropuTtmbl windposanns. CneyunansHbii cnpaBoyHmk. — CI16.: BXB-
Metepbypr, 2009.

Cunrx, C. Knura wmdpos. TaviHasa nctopus wndpos u nx pacwmdposkm / C. CuHrx. — M.:
Actpenb, ACT, 2007.




6 CnoBapb kpuntorpaduyecknx TepmuHoB. / [og pea. b. A. MNoropenosa n B. H. CaykoBa. —
" | M.: MUHMO, 2006. — 94 c. — ISBN 5-94057-257-X.

OopoHuHa, A. B. OcobeHHOCTU nepeBoaa Kpuntorpamnyecknx TEKCTOB C aHIMIMNCKOrO si3blka Ha
7 HEMeLKN 1 PYCCKUIA s3blkn Ha npumepe pacckasa Aptypa KoHaH Jonna «lnawyuwime

* | yenoseudkn» / A. B. lopoHuHa, E. B. BensHuna, H. A. KaHgakosa, J1. 0. KypuakoBa. // FOHbIn
yyeHbIn. — 2020. — Ne 1 (31). — C. 14-19. — URL.: https://moluch.ru/young/archive/31/1810.

Instructions 'Testing RNGs with Diehard'. — URL:
https://webspace.science.uu.nl/~sleij101/Opgaven/LabClass/site/asm_diehard.php

B) MH(POPMAaLMOHHbIE 3NEeKTPOHHO-06pa3oBaTenbHble pecypchbl (OuumanbHble pecypchbl
NHTEPHET):

Ne n/n | Pecypc

9. | Cryptography I: Coursera. — URL.: https://www.coursera.org/learn/crypto

10. | Cryptography II: Coursera. — URL: https://www.coursera.org/learn/crypto2

A Graduate Course in Applied Cryptography. / D. Boneh, V. Shoup. —

11 URL.: https://toc.cryptobook.us

12 BeeneHve B coBpeMeHHyto kpuntorpaduio. OTKpbiToe obpasoBaHue. —
" | URL: https://openedu.ru/course/mephi/mephi_011 crypto

13 Cryptography: Boolean functions and related problems. —

URL: https://www.coursera.org/learn/cryptography-boolean-functions

16. NMepeyeHb y4eOHO-MeTOaNYECKOrO ob6ecneyvyeHns AN CaMOCTOATENIbHOW paboTbl

(y4ebHO-MeTOONYECKME PEKOMEHOAUNN, MOCOOUS, 3aAaYHNKN, METOANYECKNE YKa3aHWs NO
BbIMOSTHEHWUIO NMPAKTUYECKMX (KOHTPOMbHBIX) paboT u Ap.)

Ne n/n | cTouHUMK

BabeHko, J1. K. CoBpemeHHble anropuTMbl 6r1IO4HOTO LWIGPOBAHWS 1 METOAbI X aHanu3a :
yyebHoe nocobue ansa cTyneHToB By30B, 00yyatoLmxcs no cneumanbHoctam 090103

L «OpraHusaumsa n TexHonorus 3awmTsl nHpopmaummy», 090104 «KomnnekcHas 3awmta 0ObeKToB
nHdopmatusaummy / J1. K. babeHko, E. A. Mujykosa. — M.: 'ennoc APB, 2006.
MenbHukoB, B. 0. MccnegoBaHe MeToaoB 3alnThl ONepaLmMOHHbIX CUCTEM U AAHHbIX :

5 OnekTpoHHoe y4yebHoe usganue / B. KO. MenbHukoB, E. K. MNyrayeB. — MI'TY nmeHun

H. 3. baymaHa, pakyneteT «MHdpOpMaTrKa U cucteMbl ynpaeneHus», kadeapa
«KomnbloTepHble cuctembl U cetTuy. — 2017.

17. UHchbopmMaLMOHHbIE TEXHOSOMMU, UCNONb3yeMble ANA peanu3auum y4ebHoum
ANCLUUNSINHBI, BKINOYasa nporpamMmmHoe obecnevyeHne u MHpopmMmaLMOHHO-CNpaBOYHbIe
cuctembl (Mpu Heo6XO0AMMOCTH)

Mpun peanusaumm QUCLMNINHBI MOTYT UCMONBb30BATLCS TEXHOSOMN 3NEKTPOHHOIO 00Yy4eHUs 1
ANCTaHLUMOHHbIE 0bpa3oBaTenbHbIe TEXHOMNOrMM Ha 6a3e obpasoBaTenbHOro noprana «ANeKTPOHHbIN
yHuBepcuteT BI'Y» no agpecy https://edu.vsu.ru, a Takke gpyrine AOCTYNHbIE PeCYpCbl CETU VIHTEpHET.

18. MaTepnanbHoO-TeEXHUYECKOE obecneyeHme AUCLUNIINHDI:

JIa6. 401

Komnbsrorep RAMEC MTJI5-6400/8GB/500GB — 20 rur.

Kommyrarop HPJ9981A — 1 mir.

Komruteke st mpoBeeHHs JIEKIU, CEMUHAPOB M NIpe3eHTaIuii — 1 mr.
[MpoexTop Optoma W402 — 1mir.

Oxkpan Cactus Wallscreen — 1 mr.

19. ®oHA OLEHOYHbIX CpeacTB

19.1. MNepeyeHb KOMNETEHLUN C yKazaHMeM 3TanoB (popMMpPOBaHUSA U NNaHUPyeMbIX
pe3ynbTaToB O0y4YeHus

| Kon u conepxanue | Mnanupyemble pesynsrathl | Otanbl hopmmpoBaHUs | #0C




KomneTeHuun (Mnu
ee yacTn)

0obyyeHus (nokasatenu
OOCTWXKEHUST 3a[JaHHOTO YPOBHS
OCBOEHUS KOMMNETEHLMM
nocpeacTsoM hopMmnpoBaHns
3HaHWN, YMEHWUI, HABbLIKOB)

KoMmneTeHuun (pasgernsb! (Tembl)
OVCLUMANHBI UM MOAYNS U UX
HanMmeHoBaHue)

(cpeaocTBa
oLeHVBaHuS)

OTl1K-3. CnocobeH
peLlarb
CTaHZapTHbIE
3agaun
npodeccuoHanbHoO
M 0eATenbHOCTN Ha
OCHOBE
NMHPOPMaLIMOHHON
n
onbnuorpadunyecko
M KynbTypbl C
NpUMeHeHNeM
MHOPMaLMOHHO-
KOMMYHWUKaLNOHHbI
X TEXHOMOIMMN U C
Y4ETOM OCHOBHbIX
TpeboBaHu
NHOPMALIMOHHOM
6e3onacHoCTK

Ol1K-3.1 PeannsyeT Ha npakTuke
NPVHUMMbI, METOAbI N CPEeACTBa
peLleHns cTaHaapTHbIX 3agad
npodeccuoHanbHON
AeATenbHOCTH

1.2. MNoTokoBble Wndpbl

1.3. Bno4Hble wndpsbl

1.4. PexxnMbl paboTbl O/104YHbIX
wngpos

1.5. AyTeHTudmkaums coobLleHni
1.6. AyteHTndmumpyrowiee
wndpoBaHme

1.7. TunoBble 3aa4u 3aLLUUThI
WHpopmaunm

YCTHbIN onpoc

Or1K-3.2 Onupaetcs Ha 3HaHue
OCHOBHbIX NH(OPMALIMOHHBIX U
onbnmnorpadniecknx NCTOMHUKOB
npu peleHnn 3agav

3.2. NMoTokoBble WndpsbI

3.3. bno4Hble wndpsbl

3.4. Pexxumbl paboTbl 6r10YHbIX
wndpos

MpakTnyeckme
3agaHuna 1-19

npodeccuoHanbHoOn 3.5. AyTeHTudmkaumsa coobLlueHui
AeATenbHoCTH 3.6. AyTeHTuduumpyoLiee
wndposaHmne
3.7. TvinoBble 3agayu 3aWwmThl
MHdopmMaLnn
Ol1K-3.3 Ucnonb3ayeT 1.1. Kpuntorpadusa B uctopmm u YCTHbIN onpoc
COBPEMEHHbIE MHCTPYMEHTbI KynbType

aKkTyanusauum nHgopmMauum o
cnocobax pelleHuns 3agad
npoceccuoHansHom
AeATenbHOCTU Ha OCHOBe
NHOPMALIIOHHOM 1
oubnuorpadnyeckon KyneTypbl

1.2. MNoTokoBble WupbI

1.3. BnoyHble wugpsbl

1.4. Pexxumbl paboTbl 6104YHbIX
Wwmndpos

1.5. AyTeHTudmkaLmsa coobLleHui
1.6. AyTeHTndmumpyroiee
wndposaHmne

1.7. TunoBble 3aga4un 3aLLnTbl
MHdopMaLnn

OrlK-4 CnocobeH
y4yacTBoBaTb B
pa3paboTke
CTaH4apToB, HOPM
W NpaBun, a Takke
TEXHUYECKOMN
OOKyMeHTaLuumu,
CBSI3aHHOMN C
npodeccnoHansHo
" 0eATenbHOCTbLIO.

OrlK-4.1 PewwaeT 3agayu B
obnacTtu npodeccunoHansHon
AEeATENbHOCTU, ONUpasicb Ha
3HaHWUA O CYLLIECTBYHOLLMX
cTaHgapTax, Hopmax 1 npaBuniax

1.4. PexxuMbl paboTbl 65104HbIX
wundgpos

1.5. AyTeHTudmkaumsa coobLeHunn
1.6. AyTeHTudmnumpyrowiee
LwndpoBaHve

YCTHbIN onpoc

OrK-4.2 Bnageet npuHumMnamm
NPOEKTMPOBAHMS TEXHNYECKON
OOKYMeHTaLu1, CTaH4apToB, HOPM
1 npasun B obnacTu
npodeccuoHarnbHoOn
[EeATENBbHOCTY

3.2. [NoTokoBble Wndpsbl

3.3. brioyHble wndpsbl

3.4. Pexxumbl paboTbl 61104HbIX
wndpos

3.5. AyTeHTndukaumsa coobLleHmn
3.6. AyTeHTudpnumpyrouee
wngpoBaHmne

MpakTnyeckue
3apaHua 1-19

Ol1K-4.3 AHanusupyet
HeobXoOAMMOCTb CO3[aHUsI HOBbIX
CTaHOapTOB, HOPM M NpaBwi B
obnacTtu npodeccunoHansHon
AeATENbHOCTH

3.4. Pexxumbl paboTbl 6r104HbIX
wnopos

3.6. AyTeHTudpnumpyroiee
wndposaHmne

MpakTnyeckme
3agaHusa 1-19

Ol1K-4.4 OnucbiBaeT 0COOEHHOCTU
TEXHUYECKMX peLLeHnn B obnacTtu
npod)eccuoHarnbHoON
AeATenbHOCTU B AOKYMEHTaLum

1.1. KpunTorpadwms B nctopum un
KynbType

1.3. BrioyHble Wndpsbl

1.7. TunoBble 3aga4u 3aLUUThI
WHpopmauum

YCTHBIN onpoc

[MpomexyToyHas aTTecTaumns

KM

19.2 OnucaHme KpUTEpMEB U LLKarbl OLLlEHUBAHUA KOMNETeHUMN (pe3ynbTaToB 00y4eHuns)
Npu NPOMEXYTOYHOW aTTecTaLuum

| YpoBeHb




KpuTepumn oueHMBaHMA KOMNETEHL M ccopmmpoBaHHocTh | Lkana oueHok

KOMMNETEHL M
O6yuatoLuincsa B NonHoOM mepe BrnageeT NOHATUNHBIM annapaTom MoBbILWEHHbIN OTtnunyHo
WHpopmaLmoHHOM 6e3onacHOCTM 1 KpunTorpadum, cnocobeH YPOBEHb

TeopeTMyeckn 000CHOBbLIBATb CTOMKOCTb KpUNTOrpadon4ecknx cncTem,
MOXeT 0060CHOBaTb OTBET NpuMepamMu, doakTamm, CChifikaMmum Ha
Hay4Hble UCCNEAOBaHNSA, YMEET NPUMEHATb TEOPETUYECKME 3HAHUS
OIS peLleHnst NpakTUYeCcKMX 3aaad, roToB K NPakTUYEeCKOMY peLLeHUIo
3agayv ANCUUNINHBI C NCMOMb30BaHNEM COBPEMEHHBIX A3bIKOB
NporpaMMnpoOBaHUS N ornepaunoHHbIX CUCTEM.

O6yuatowuincs Briageet NOHATUNHBIM annapaTtoM AUCUUNINHBI, 3HaeT | bas3oBbi ypoBeHb Xopowo
orpaHn4yeHus n obrnactb NPUMEHNMOCTU PaCcnpPOCTPAHEHHbIX
KpunTocucteM, XoTa n 6e3 Teopetmyeckoro 060CcHOBaHUS, HO B LIENTOM
roTOB K NPUMEHEHMIO MONYYEHHbIX 3HaHUN Ha NPaKTUKE.
O6yuatomincsa 4acTMYHO Briageer TeopeTMYeCKMMmM OCHOBaMm MoporoBbIn ypoBeHb | Yaosne-
OUCLMNIUHBI, MOXET NPaBuIbHO BbibpaTh NOAX0AALLMI AN peLleHnst TBOPUTESbHO
3agayun KpunTorpaduyecknin anroputMm, xota n 6e3 getanbHbIX 3HAHUR
O BHYTPEHHEM YCTPOWNCTBE U YCNOBUSIX MPUMEHUMOCTN.
Ob6yuatouinca 4eMOHCTPUPYET OTPbIBOYHbIE, (oparMeHTapHbIe - Heynosne-
3HaHuWs, gonyckaet rpybble oLmnbKu. TBOPUTENbHO

19.3. TunoBble KOHTPOJbHbIE 3aAaHUA UMTU UHbIE MaTepurarnbl, Heobxoaumble AN
OLleHKU 3HaHUW, YMEHUW, HaBbIKOB U (UNKN) OoNbiTa AeATeNbHOCTU, XapaKTepusylowme
3Tanbl hopMUPOBaAHUA KOMMNETEHUMN B NpoLiecce 0OCBOeHNA obpa3oBaTeribHOM
nporpamMmmbi

19.3.1 lNepeyeHb BONPOCOB K 3K3aMeHy:

Henu n 3anaun kpunrorpaduu. Knaccudukanuu mudpocucrem.

Kparkas ucropus mm¢pos u kpunrorpadpuu. LLndpse! B murepaType 1 COBpEMEHHOH KyJBTYpE.

OnHOPa30BbIi OJIOKHOT M TEOPETUKO-UH(OPMALIMOHHAsI KPUIITOCTOWKOCTS, ndp BepHama.

I'enepatopsl niceBnocnyyainoi gucen (I'TICY). Cratuctuueckue tectsl Ha ['TICY 1 KpunTOCTOMKOCTH

I'TICY. ITpumepst ['TICY, npuroHbIX U HEMPUTOAHBIX JI1 KPULITOCUCTEM.

Peanuzanus ataka «BcTpeun nmocepeanHay Ha npumepe CSS.

CemaHTHYeCKasi KDUIITOCTOHKOCTD.

[onsarus ncenociyyaitnoit pyukiun (IICD) u ncespocyyaiinoit nepecranosku (IICPD). KpuntocToiikocTs

[IC® u [ICII.

8. TloctpoeHre NOTOKOBOrO Mrdpa Ha OCHOBE OJIOYHOTO.

9. Kparkas uctopus crangaprusanuu mugppoB DES u AES.

10. Certp Deiictens u e€ cBoiicTBa. Teopema o CTOHKOCTH TpEx3BeHHOH cetn DeficTens.

11. MocTtpoenne OI0YHOTO MIK(Ppa HA OCHOBE TOTOKOBOTO.

12. Buytpennee ycrpoiictBo mmppoB DES u AES. M3BectHeie ataku Ha DES u AES.

13. YcosepmencrBoannsie Bepcuu DES: mmudper 3DES u DESX.

14. TloHsTHs O IMHEWHOM U AU PEepeHIIMaTbHOM KPUIITOAHATN3E OJIOYHBIX HIH(POB

15. Araku o CTOPOHHMM KaHayiaM. J|eCTpYKTHBHBIE KOMIIMJISITOPHBIE ONITUMHU3AIINY.

16. CroiikocTh 0JIOYHBIX IUPPOB AJIsI JJTUHHBIX COOOIIECHHH.

17. Pexum paboTsl 6109HOTO mIHdpa: «3JIeKTpoHHas KoaoBast kaura» (ECB).

18. Pexum padotsl 6104HOTO midpa ¢ nerepmunnpoanHbiM cuétunkom CTR.

19. PesxxumM paboTsl 6109HOTO mIHdpa ¢ 00paTHOU cBA3bI0 0 mudppoTercty (CBC).

20. PangomusupoBanHbIe HGPHI Kak criocod mpenorspamenns CPA-aTak.

21. Nnannmanusupyroniie Bekropa (IV) 1 ogHOKpaTHO HCIoIbp3yeMble yncia (nonce) Kak criocoobl
npenotBpameHus CPA-atak.

22. Magmuar nociieaHero 6J0Ka cooOmeHus Ipu OJI0YHOM MIH(POBAHUH.

23. Ilpenens! 6e3omacHOro Ucnoib3oBaHus mudpos B pexkumax CTR u CBC.

24. KontponbHble cyMMBI, koabl ayreHTudukanun (MAC) u xenr-QyHKIUH ¥ X OTJIMYUS JPYT OT ApYra.

25. Kpunrorpaduueckas croiikoctb MAC.

26. Tloctpoenne MAC Ha ocHoBe [ICO.

27. Pacnipocrpanéunbie koHcTpykunu MAC Ha ocHoe [ICO: ECBC MAC.

28. Pacmpocrpanéunbie koHcTpykind MAC Ha ocHose [ICD: NMAC.

29. Pacrnipocrpanénnbie koncTpykuun MAC Ha ocHoBe [ICD: PMAC.

30. IMagnuar nocneaHero 0JI0Ka Kak CPeICTBO MPOTUBOACHCTBHUS aTakaM y/UITHHEHHS COOOILCHHUSI.

PN PE

No o



31
32.
33.
34.
35.

36.
37.
38.
39.
40.
41.
42.
43.
44,
45,
46.

47.
48.
49.
50.
51.
52.
53.
54,

Omnpenenenne xem-GyHkui. Kommzun xenr-QyHKIni ¥ X CTOWKOCTD K KOJUTU3HSM.

IMapanoxc gHEH POKAECHUS U MOUCK XEII-KOJUIM3HH TTOJIHBIM IIepebopoMm.

Crpyktypa Mepkia-/lamropa kak criocod mocTpoeHus Xem-QyHKIAN JTHHHBIX COOOIIECHHM.
Teopema 0 KOJUTM3HUAX MEPKI-JaMIOPOBBIX Xel-(QyHKIHUIA.

Crpykrypsl [IaBuca-Meliepa u Musirytu-IIpenens uis mocTpoeHus! OTHOCTOPOHHEH (GYHKIIMU CKATUS JIs
HCII0JIb30BaHus B CTpyKType Mepkina-/lamropa.

HMAC kak crioco6 moctpoerrne MAC Ha 0CHOBE XeII-() yHKITHIA.

Kparkwuit 0030p xenr-)yHKIUH, HCIOIBE3YEMBIX B COBPEMEHHBIX IIN(PPOCUCTEMAX.

[NonsTuHe nenocTHOCTH MUGPOTEKCTa U ATAKU HAa OCHOBE Nojj00panHoro mudpotekcra (CCA).
udpst ¢ ayrenTudukanmeit (AE-mmdpsr) kak cpencro npotuBoaericteus CCA.

[Ipumeps! cuTyaruii, B KOTOpHIX HeoOXoanMo rcnoib3oBanne CCA-CTOHKIX mUPPOB.

Cmoco06s1 moctpoerne AE-mmdpa npu momomu cummerpuaHoro mudpa u MAC.
Accormunposannsie nanable AE-mmgpotekcra (AEAD). cnionszoBarne AE-mmdpos B TLS 1.2.
udpoBanme oTACTHHBIX (HANIOB U KaTaJIOTOB.

[MomHOOMICKOBOE IH(pPOBAaHUE.

KoHTponb mpaB mosp30BaTenell B MHOTOIIOIB30BATENLCKIX OIIEPALMOHHBIX CHCTEMAX.
Wnentndukanus, aBropusanys 1 ayTeHTH(UKAIKS 110JIb30BaTeNeH B KOMIBIOTEPHBIX CETSAX M OHJIANH-
CepBHUCax.

3almra ceTeBbIX MPOTOKOIO0B Ipu nomouu TLS.

Texnonoruu i coznanus VPN-cerelt.

Wudpacrpykrypa oTkpsIThiX Kitoueit (PKI).

duznyeckue cpecTBa 3aIUTh HHPOPMaIUH.

IOpuanveckue cpeacTsa 3amuThl HHPOPMAIMKU: aBTOPCKOE U MATEHTHOE TPaBO.

IOpuandeckue cpeacTBa 3aUTh HHPOPMAIUHN: PEKHUM KOMMEPYECKOH TaifHBI.

3aKoHbI 0 KpUnTorpadguu B pa3HbIX CTpaHaX.

OtedecTBEHHbBIE KPUIITOTPA(YUIECKUE AITOPUTMBI.

19.3.2 lNepeyeHb NpakTuyeckmx sagaHum

©oNo G A~MLNE

el =
= O

12.
13.
14.
15.
16.
17.
18.
19.

MporpammHas peanusaums wudpa Liesaps.

MporpammHas peanusaums wudpa BuxeHepa.

B3nom wncpos NpocTon 3amMmeHbl Npu NOMOLLM YaCTOTHOrO aHanmaa.

ViccnegoBaHune CTaTUCTUYECKUX CBOMCTB JIMHENHOIO KOHIPYSHTHOrO reHepaTopa.
Ucnonb3oBaHue 6atapeun ctatnctnyeckmx Tectos dieharder ana tectuposanus IMCYH.
LLndpoBaHmne gannos npu NoOMOLLM KOHCOSTbHOW KOMaHabl openssl.

Wcnonb3oBaHue 6nbnuoteku Crypto++.

YckopeHue BblumcneHns AES npu nomoLLn MHCTPYKUMIA aesenc/aesenclast.
Peanusauns 6no4Horo wudpoBaHus B pexxmmax AES-128-CBC n AES-128-CTR.

. cnonb3oBaHne MHCTPYMEHTOB KOMaHAHOM CTPOKU Linux Ang BblYMCNEHNS XeLU-yHKUMUA dhannos.
. Ncnonb3osaHne moayns hashlib crangaptHon 6Gubnuotekn Python ang BeluncneHus xewwu-

dyHKUMIA.

Mounck konnuanm xew-dyHkumn MDS meTogom nonHoro nepebopa.
AyTeHTudmnumpyowee wndposaHne coobuieHms npu nomowm Chacha20+Poly1305.
HacTtpovika nonHoanckosoro wudpoBaHus npun nomowym Veracrypt.

HacTtpoiika nonHoauckosoro wudpoBaHus npu nomolum cryptsetup/LUKS.
YnpaBneHus npaBamMmu noribaoBaTernien npy NOMOLLN KOHCOMNbHbLIX KOMaHg Linux.
YnpaBneHue npaBaMu nNonb3oBaTtenen Npu NoMoLLm rpynnosbix nonmtuk Windows.
Hactporika VPN-cetn npu nomowm OpenVPN.

Hactpoiika VPN-ceTn npu nomowm Wireguard.

19.3.4 TecToOBbIE 3agaHNA

19.3.4 lNepeyeHb 3agaHnin Anst KOHTPOSbHbIX paboT

19.3.5 Tembl KypcoBbIX paboT

19.3.6 Tembl pechepaToB



19.4. MeToan4yeckue matepuansl, onpegenstoulime npoueaypbl OLLeHUBaAHMUA 3HAHUN,
YMEHUN, HaBbIKOB U (UNK) oNbiTa AeATENIbHOCTU, XapaKTepu3yrLwWwmx 3Tanbl
¢hopmMupoBaHUA KOMNETEeHLUN

OueHKa 3HaHWI, YMEHWI N HABbLIKOB, XapakTepuaytowas atanbl opMMPOBaHUSA KOMMNETEHLMNIA B pamKax
N3y4deHnsa ONCLMNITMHBI OCYLLECTBSIETCS B XOAE TEKYLLEN U NPOMEXYTOYHON aTTeCcTauuin.

Tekywaa aTrectaumMs MPOBOAMUTCS B COOTBETCTBMM C [lonoxkeHMeM O TeKywen arrectaumm
ofyyvatoLmxcsa no nporpammam BbiCLLIEro 06pa3oBaHWsi BOPOHEXKCKOro rocyaapCTBEHHOrO YHMBEpCUTETA.
TekyLwaa attectaums nposogutcsa B hopme TectupoBaHus. Kputepumm oueHmMBaHNA NpMBeaeHbl BhiLLE.

lMpomexyTouHast aTTectauMsi NPoOBOAUTCA B COOTBETCTBUMM C [lonOXXEHMEM O MPOMEXYTOYHOM
aTTecTaumm oby4varoLwmxcs no nporpaMmam BbiCLLIEro obpasoBaHus.

KOHTpPONbHO-U3MepUTENbHbIE  MaTepuanbl  MPOMEXYTOYHOM  aTTectaummM  BkNw4dawT B cebs
TeopeTnyecKne BOMPOCHI, NO3BONAIOLLME OLEHUTb YPOBEHb MOMYYEHHbIX 3HAHUN U NPaKTUYECKUe 3agaHus,
NO3BONALMNE OLEHUTb CTeNEHb CHOPMNPOBAHHOCTU YMEHWUI N HABbLIKOB.

Mpy OUEHMBAHUM WUCMOMb3YHTCS KayeCTBEHHbIE LWKanbl OLEeHOK. KpuTepun oueHuBaHus npuBeOeEHbI
BbiLLE.



